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Introduction to concepts of Operating System (Device Management)

Welcome to this course on Computer Hardware and System Software Concepts
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Device management

The part of the operating system that  manages to allocate a device to a 

requirement or a users job is a device manager.

Functions

– To provide the simplest interface possible to the rest of the system

– To optimize I/O for maximum concurrency

A computer system has a wide assortment of I/O or peripheral devices. These I/O devices 
are equally important as that of memory and processor because they are the only means of 
receiving/sending information from/to the external world. E.g. printers, magnetic tapes, 
keyboard, cartridges etc. Most of these devices are mechanical in nature; their speed of 
operation is much slower than the speed of the CPU and therefore results in a bottleneck. 
Due to this variation in the nature of devices, the OS has to provide a wide range of 
functionality to different applications, to allow them to control all aspects of the devices. The 
main goals of the OS in this regard are 

•To provide the simplest interface possible to the rest of the system

•To optimize I/O for maximum concurrency

Ask the audience what are the main input and output devices and which devices act as both 
input and output ?

Ans: INPUT   – Card Reader, Tape Reader, Keyboard.

OUTPUT  - Printers, Terminals

Both Input and Output – Hard Disk etc
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Device management (Interrupt handling)

Interrupt

– is a hardware facility that enables a device to notify the CPU. 

– causes the CPU to suspend its work, saves the status and jumps to the interrupt 

handler routine at a fixed address in memory.

– The interrupt handler routine determines the cause of the interrupt, does the 

necessary processing and returns the CPU to the execution state prior to the 

interrupt.

Disparity in speed between I/O devices and CPU memory has motivated for the 
development of I/O channels or data channels. 

The initiation and completion of the I/O operation between CPU and I/O channels is 
performed by means of interrupts

Examples of interrupts:

Peripheral requests

Service requests

Hardware faults

System Calls

Interrupts are used in Operating Systems to handle asynchronous events. There may be 
many interrupts at the same point of time out of which some may be very urgent. Interrupts 
are handled according to priorities to enable the most urgent work to be done first. 
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Device management (Software Interrupts)

Software interrupts are special instructions to implement system calls.

System call is a function that is called by an application to invoke the kernel 

service. It 

– Checks the arguments given by the application 

– Builds a data structure to convey the arguments to the kernel

– Executes a special instruction called software interrupt or trap

The instruction i.e. the software interrupt (trap) has an operand that identifies the desired 
kernel service. As usual, when the system call executes the trap instruction, the interrupt 
saves the status of the code which it was running and then implements the requested 
service.

Interrupts have less priority as compared to device interrupts because executing a system 
call on behalf of an application is less urgent than servicing a device controller before the 
latter’s queue overflows and loses data.
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Device management (DMA)

Direct Memory Access (DMA) is a technique that is used to transfer data 

between memory and I/O devices with less effort on behalf of the operating 

system.

– data channels that allow direct transfer of information between devices and memory 

without routing those transfers through the CPU are said to be performing DMA

DMA unit (called DMA controller which is another processor) has access to the 

data bus and can transfer the data in and out of the memory.

The load of the CPU with Programmed I/O(PIO) is reduced at  times by offloading some 
work to a special purpose processor called a DMA controller. 

Programmed I/O(PIO) is a process which uses an expensive general-purpose processor to 
watch status bits and feed data into a controller register one byte at a time. PIO process is 
wasteful for devices that does large data transfers such as a disk drive. In such cases, DMA 
is used.

A program would instruct the DMA unit to transfer a specified block of data from memory to 
peripheral devices. Whenever, the DMA controller wants to send data, it sends a notification 
to the CPU. CPU relinquishes the control over the system bus and DMA controller directly 
accesses the memory to obtain the data required. This scheme is called cycle stealing 
because the machine cycles are stolen from the CPU and used by the DMA unit to transfer 
the data along the data bus. Thus, the CPU is momentarily prevented from accessing the 
main memory, although it can still access the data items in its primary and secondary cache. 
Although this cycle stealing can slow down the CPU computation, but offloading huge data 
transfer work to DMA controller improves the overall system performance.

DMAs are most commonly used by floppy disk drives, tape drives etc.
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Device management (Structure of an I/O System)

Application 
Program

I/O control
system

Device
driver

Device 
controller

Hardware
device

The diagram shown in the slide describes an I/O control system (IOCS). An IOCS accepts 
requests from application programs, does initial processing, validation of requests and 
routes it to the appropriate handler. I/O interrupts take place in IOCS. Device drivers are 
software modules which convert logical requests of application programs into commands 
directed to the device. Device Controllers are hardware units that are attached to the I/O bus 
of the computer.
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Device management (Allocation Policy)

Allocation Policy is of two kinds

– Dedicated

– Shared

Dedicated – Certain devices can be used in a serial and one-at-a- time 

manner.  For e.g. printer, tapes etc.

– Disadvantage is that it leads to monopoly.

– Solution is SPOOLing (Simultaneous Peripheral Operations Online)

– Jobs intended to be printed are saved in the disk until the job is completed

– All the saved outputs will be eventually printed

Why not scheduling algorithms?

Consider a situation when two users want to print files on a printer. A user A1 has a huge file 
and after some time user A2 prints another file. If a scheduling algorithm like Round Robin is 
used then the output will have few lines of File 1 interspersed with few lines of File2. Hence, 
scheduling algorithms are not used.

The  main disadvantage of dedicated policy is that it leads to monopoly. If a user attempts to 
print a huge file, then others have to wait till the printing finishes.  A common solution to the 
above problem is SPOOLing wherein all the jobs intended to be printed are saved in the disk 
until the job is completed. The saved output will be eventually printed. Thus, whenever 
simultaneous peripheral operations are made to the on-line resources, the requests are put 
in the queue and are stored in the spool files. When the resources are free, the spool file is 
retrieved and requests are serviced. The reason behind storing the file to be printed in a 
local disk is that even if the user closes the application that he has given for printing, the 
printing is not interrupted. This happens because printing takes place from the local copy of 
the file available in the spool of the printer. 



10

ER/CORP/CRS/OS09/003

Version No: 2.0
10Copyright © 2004, 

Infosys Technologies Ltd 

Device management (Allocation Policy)

Devices are used concurrently by more than one job

Example

– Disk

Issues

– Readers and writers problem

– Mutual exclusion

– Security rights  

Readers and Writer’s problem – If there are two write requests onto the same file in a disk, 
then the question is whether it should be allowed or not. The same question arises if there 
are two read requests to the same file. This brings the issue of a traffic controller. 

Mutual Exclusion – Though there are multiple jobs sharing access to the device, there can 
be only one access actually occurring at the time.

Security Rights - In case of shared devices, there is the need for protection from malicious 
or accidentally accessing one’s job area by another job
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Introduction to Computer Network
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Computer Network

A collection of computers interconnected to exchange information

Need for computer networks

– Intrinsically distributed information

– Resource sharing

– Computational power

– Reliability 

Let us ask ourselves what are the other networks available/seen in every day life.

Intrinsically distributed information:
•Information has to be kept at multi locations and has to be networked together

•Example: Information in Airline and Train reservations
•Useful to group the information and place it in a hierarchical manner

•Example: Branch Off., Zonal Off., Head  Off.
•Development work

Resource sharing
When  needed?
•When Information needs to be shared among users

•Example : Database, programs kept in a server
•When it is not possible to afford expensive peripherals

•Example : Fax and laser printers

Computational power
•Distributed  computing 

•Example : when an application requires GUI and heavy number of crunching involving 
floating operations

•Load sharing
•Example : Migrating processes

Reliability 
•Graceful degradation

•Entire system does not collapse when there is a collapse of some machines in the system
•Alternative supply is available 
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Connecting computers via a communication network

COMMUNICATION
NETWORK

work station mini

general 
purpose

Specific 
purpose (DSP)

Expensive 
Printer

microprocessor

Here is what a global picture of a computer network looks like. 

Here you see a wide variety of computers connected together ranging from microprocessors 
to super computers. 
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Real  Computer Networks

NAME PROTOCOL EXAMPLE

INTERNET TCP/IP ERNET,VSNL GIAS

BITNET IBM TIFR

USENET UUCP Access net(Dial up 
nodes on Shakti)

I-NET X.25 DOT

NICNET SATELLITE District 
HQ

The above slide shows some examples of real networks – the name of the network, the 
protocol and an example.
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Network topology

Topology

– Refers to the way different sites are interconnected

Network Topology

– Refers to the way different computers are connected to each other

Motivation

– Given, let us say 100 computers, how to connect them?

Prompt the following question: 

Suppose you are given 100 computers. How are going to arrange them? 

This issue is about configuration. 



17

ER/CORP/CRS/OS09/003

Version No: 2.0
17Copyright © 2004, 

Infosys Technologies Ltd 

Topology evaluation criteria

Basic cost

– Cost of linking various sites

Communication cost

– Site A  ----->(Time)   Site B 

Reliability cost

– What happens if a site fails

How to judge the cost issue, say?

All the following slides should be covered interactively!!

Communication Cost:  This of course depends on the communication media such as 
copper link, satellite connection etc. But what we are interested over here is in the cost 
independent of the actual media. For e.g. how many no. of hops a message has to make in 
order to reach the destination from any given source. 

Reliability Cost: This is the cost which says how reliable is the given topology when a site 
fails. 
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Complete topology

Every site is connected with every other site in a direct way.

Fully connected networks for 3 and 4 sites
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Complete topology (Contd.)

Basic cost 

– High    O(n^2) 

Communication cost 

– Fast and High 

Reliability 

– High

It turns out that to connect n sites, we require n*(n-1)/2 links. Hence, the basic cost is high 
and is in the order of O(n^2). 

The communication is very fast as there is only one hop required to reach the destination 
from any given source. However, the communication cost is high because every site is 
connected to every other site.

Reliability is very good as there is an alternative path if one of the link fails. 
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Star topology

SWITCHING 
ELEMENT

A central computer is used to connect all sites in the network. This central site acts as a 
switching element. 
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Star topology

Basic cost

– Linear :  O(n)

Communication cost 

– Low : 2 Hops

Speed 

– Central site : Bottle neck 

Reliability

– Depends on central site 

Basic cost to connect n sites is same as the number of sites i.e. O(n). Every node is 
connected to the central node. Thus, if there are n nodes, then n lines are needed to ensure 
connectivity. Hence, the basic cost of connecting the nodes is O(n).

Communication cost is low (good) as it requires just two hops for a site to connect to another 
site. 

Reliability of the star topology depends on the central element which can be the bottleneck.
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Ring topology

N nodes

Each site is connected to its neighbours as shown in the diagram in the slide above
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Ring topology (Contd.)

Basic cost

Linear  :  O(n) 

Communication cost  (Worst case) 

Unidirectional :  n - 1 

Bidirectional   : n/2

Reliability (Partition) 

Unidirectional : 1 site 

Bidirectional   :  2 site 

The basic cost to connect n sites is O(n). 

Communication cost depends on whether the site is uni-directional or bi-directional. The 
communication cost is high for a uni-directional ring topology , say for e.g. the site that is the 
most far away from any given site is (n-1)th site. 
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Linear bus

LINKTerminator

All sites share a common communication medium , only one site can communicate at a 
time.
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Linear Bus (Contd.)

Basic cost

Linear :  O(n) 

Communication cost 

Link  is the bottleneck

Reliability

Link 

Self Explanatory
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OSI  Layer model

Deals with the connection and communication among open systems

Has a layered approach which helps in

– Reducing the design complexity of each layer

– Helps in shielding the implementation details of the services offered by each layer

Each layer provides services to the layer above 

Different protocols are followed between corresponding layers in Sender and 

Receiver

The OSI model is based on a proposal developed by the International Standard Organization 
(ISO) as a first step towards standardizing the protocols used in the different layers. This 
model is called ISO OSI (Open System Interconnection) Reference Model because it deals 
with the connection of systems that are open for communication with other systems 
otherwise called as open systems.

The OSI defined seven layers for a computer network architecture. 

A protocol is a mutually acceptable language between two systems which may be defined as 
a set of rules governing the exchange of data. A protocol states very clearly what is 
communicated, how it is communicated and when it is communicated to the other site.
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OSI  Layer model

APPLICATION

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATALINK

PHYSICAL

APPLICATION

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATALINK

PHYSICAL

Application 
protocol
Presentation
protocol
Session 
protocol

Transport
protocol
Network
protocol

Datalink
protocol
Physical
protocol

7

6

5

4

3

2

1

packet

frame

bit

The OSI model tells what each layer should do but it does not specify the exact services and 
protocols to be used in each layer. The principles that were applied to arrive at the seven 
layers are as follows:

•A layer should only be created when another level of abstraction is required

•Each layer should have a well defined function.

•The function of each layer should be chosen keeping in mind  the definition of the 
internationally standardized protocols.
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Physical layer

Deals with physical aspects such as 

– raw bit transmission

– voltage of each bit

– number of bits

– physical connectors

Example

– RS-232 serial line 

– X21 

The physical layer is primarily concerned with the transmission of raw bits over a 
communication channel. The design issues are basically with the fact that if one side sends 
a 1 bit, the other side should see it as 1 and not 0. For example how many volts should be 
used to represent a 1 and how many volts should represent a 0, whether transmission can 
simultaneously proceed in both the directions  or not etc. 

Examples of standards of this layer:

RS-232 serial line - supports 20kbps and is limited to a few feet long

X.21
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Data link layer

Data link layer, instead of bits,deals with sending and receiving frames 

Helps to activate, maintain and deactivate the physical link

Provides error-detection and error-control 

Examples

– Ethernet, Token bus, Token ring

The primary function of this layer is to take the raw bits and transform them into a line that 
appears free of transmission errors.  It achieves this function by having the sender break the 
data into frames. A frame is nothing but a group of bits. It transmit the frames sequentially. 
The receiver also sends the acknowledgement frames once they receive the frames from 
the sender. It then processes the acknowledgement frames to check for errors in 
transmission. This layer is responsible for solving all the problems caused by damaged, lost 
and duplicate frames. 

Examples of services which provide services in this layer:

•Ethernet

•Token Ring

•Token Bus
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Network  layer

Primarily deals with 

– sending of packets

– congestion control and routing of packets among homogeneous and heterogeneous 

networks

Examples

– IP, X.25

This layer is primarily concerned with controlling the operation of the subnet. This layer 
deals with packets which is  a group of frames. The basic design issue is how packets are 
routed from source to destination. Routes can be static as well as dynamic. If too many 
packets are present in the subnet at the same time, they can get in each other’s way and 
lead to network congestion. This layer also deals with control of network congestion.
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Transport layer

Deals with delivery of messages

Retransmission in case of failures 

Examples

– Transmission Control Protocol (TCP )

– Sequence Packet Exchange (SPX)

The primary function of this layer is to accept data from the session layer, split it into smaller 
units if required and then pass these to the network layer. This layer also ensures that the 
pieces arrive correctly and quickly at the other end in a way that isolates the upper layers 
from the unavoidable changes in hardware technology. It also ensures that the messages 
are re-transmitted in case of failures and the sequencing is correctly maintained. 

Examples of protocols in this layer:

•TCP

•SPX
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Session layer

Allows users of different machines to establish sessions between them.

Manages dialogue control

Provides token management service

Provides synchronization 

The session layer allows users on different machines to establish sessions between them .

A session allows users to log to remote timesharing systems or to transfer a file between 
two machines. 

It also manages dialogue control – sessions can allow traffic to go in both the directions at 
the same time, or in only one direction at the same time.

Token Management is another service of this layer – for some protocols it is essential that 
both sides do not attempt to do the same operation at the same time. Session layer provides 
tokens to manage these activities. These tokens can be exchanged and only the layer 
having the token can do the operation. 

Synchronization – Let us consider the problem that might occur when a 2 hour file transfer is 
done between two machines with a 1 hr mean time between crashes. In such a case, each 
time after 1 hour the transfer would be aborted and it would start all over again. Session 
layer eliminates this problem by providing checkpoints into the data stream so that after the 
crash the data is transferred only after the last checkpoint and not all over again.
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Presentation layer

Basically concerned with the syntax and semantics of the information 

transmitted

Resolves common data formats

– Big endian versus small endian

Deals with data compression, encryption & decryption

This layer performs those functions which are requested often by users and thus arrives at a 
general solution for them rather than allowing each user to solve the problem individually. 

For example most of the user programs exchange data like the names of the people, dates 
etc. These items are represented as character strings, integers etc. Different computers 
have different codes for representing character strings. In order to make these computers to 
communicate  with each other, the data structures to be exchanged can be defined in an 
abstract way, along with a standard encoding format. It is the function of the presentation  
layer to manage these abstract data structures and take care of the conversion from the 
representation used inside the computer to the network standard representation and back.
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Application layer

Top most layer which gives services to the end user

Provides a means for the application process to access the environment

Contains a variety of protocols that are commonly needed

Examples

– FTP

– EMAIL

– RLOGIN

– WWW

– Newsgroups

Let us take the example of a full screen editor which is supposed to work with different 
terminal types over a network. This problem can be solved by defining an abstract network 
virtual terminal that editors and other programs can be written to deal with. For each 
terminal type, some software has to be written to map the functions of the network virtual 
terminal to the real terminal. For example, when the editor moves the virtual terminal’s 
cursor to the right side of the screen, then the software has to issue the appropriate 
command to the real terminal to position its cursor at the same place. This virtual terminal 
software is in the application layer. 
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Routing devices

Repeaters

Bridges

Routers

Gateway

Repeaters: A repeater is basically a device which is used in the physical layer. It is  used to 
enhance the signal power of the physical layer. It receives, amplifies and retransmits signals 
in both the directions. It is very useful in larger networks where multiple cables can be 
connected together with the help of repeaters.

Bridges: These are basically store and forward devices. They accept frames and pass them 
to the data link layer where the verification is done. Then the frame is sent to the physical 
layer for forwarding it to another different network. They connect two homogeneous 
networks like two LANs etc. Sometimes, when an organization is spread across large 
distances and may be over different buildings, then it is cheaper to have separate LANs in 
each building and connect them with bridges. 

Routers: These are conceptually similar to bridges. The only difference is that they operate 
in the network layer. They take incoming packets from one network to another. The networks 
can be widely disparate and can use different protocols. 

Gateways: Many networks exist often with different hardware and software. People working 
on one network want to communicate with people working in another  network. This requires 
connecting different and at times incompatible networks. This is done with the help of 
gateways which provide the connection as well as make the necessary translation, both in 
terms of hardware as well as software. 
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Network types

Local Area Network (LAN)

Wide Area Network (WAN)

LAN: This is a kind of network connecting systems in close physical proximity say in a single 
building or in a campus of upto a few kilometers in size. 

•LANs are thus restricted in size

•LANs use a transmission technology usually consisting of a single cable to which all the 
machines are attached. Traditional LANs run at speeds of 10 to 100 Mbps or still higher.

•Various topologies are possible for LANs like bus, ring etc

•Common protocols used for LAN are Ethernet and Token Ring

WAN: This covers a larger geographical area and can span countries or continents.

•They are not restricted in size

•The speed is slower than in LAN

•Common protocol used is Internet
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Communication methods

Broadcast communication network

Point-to-point network

Broadcast network:

•Have a single communication channel which is shared by all the machines in the network 

•Many sites receive the short messages called packets and check the address field and 
process the packet if they are the intended recipients else they ignore it.  

•Can also address a packet to all destinations by using a special code in the address field.

Point-to-point network:

•Consists of many connections between individual pairs of machines

•In order to go from source to destination, a packet may have to go via a number of 
intermediate machines. Routing algorithms decide on the best route.
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Summary

Computer Architecture

Operating System

– Memory Management

– Process Management

– File Management

– Device Management

Computer Networks
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Thank You!


